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Agenda

Introduction

* Research update and research motivation

New Investigations
* Host-based Execution-graph Construction (HEC)
* Critical Path Analysis through hierarchical virtualized
environments
* Proposed Algorithm
* Usecases
* Demo
* Overhead Analysis of HEC and existing critical path
analysis
Conclusion and in-progress

POLYTECHNIQUE MONTREAL - Hani Nemati 3




Motivation
Virtual Machine Hierarchy

Virtual Machines

POLYTECHNIQUE MONTREAL - Hani Nemati



Motivation
Virtual Machine Hierarchy

Virtual Machines

Ed

0
ubuntu

Arbitrary Guest OS

POLYTECHNIQUE MONTREAL - Hani Nemati )




Motivation
Virtual Machine Hierarchy

Virtual Machines

Restricted Windows
Access Resources Kernel Mac 0S

KWM 1 KM F— KM 1 KM
Host OS: Linux
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Motivation

1) Install a tracer on each VM
5, 2) Trace them
3) Sync the traces
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Investigation
Hierarchical Virtualized Environments @

Virtual Machines

Nested Nested
Nested VM Level - L2 TR VM 0S

VM Level - L1

Host Level - LO

Host OS: Linux
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Investigation

Virtual Machines

VM 0S VM 0S

KVM
Host OS: Linux
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Investigation

Virtual Machines

Nested Nested
VM 0S VM 0S

Host OS: Linux

Hardware

POLYTECHNIQUE MONTREAL — Hani Nemati 13




Investigation

Distributed Virtualized Environments
Virtual Machine Virtual Machine

Virtual Machine

Hardware
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Motivation

Virtual Machine Virtual Machine

Virtual Machine

Hardware

POLYTECHNIQUE MONTREAL - Hani Nemati 15




Motivation

Virtual Machine
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Investigation

Containers within Virtualized Environments

Virtual Machines

II

Host OS: Linux
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Investigation

Containers within Virtualized Environments

Virtual Machines

RPstr ed Windows
"ss Resources Kernel Mac 0S

KVM |—| KWM F—— KV\M F— KM
Host OS: Linux

| Hardware |
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Investigation
Containers within Virtualized Environments

Restr’ .ed
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Investigation
VM Analysis through Methodolo;

Hierarchical Virtualized Environments Nested vCPU view

ControlFlow view ‘‘running | block |

--------------------------------------------------------------------

vCPU view [_unknown | [NAGASEGGEN | root | [ Timer |
vCPU 0

Nested vCPU view
vCPU © |

@ sched switch(in=qgemu thread) @ vm exit(reason=12)
® inj virq(vec=timer) © sched switch(out=gemu thread)
© vm entry(vcpu0, cr3#0)
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Investigation

VM Analysis through
Hierarchical Virtualized Environments

ControlFlow view

gemu-thread

Methodolo:
Nested vCPU view

L_unknown_| _ I

vCPU view

e

| unknown | | non-root 11 || root

| | timer ||

@Sk non-root 12
Nested vCPU view

vCPU ©

@ sched switch(in=gemu thread)
® inj virq(vec=disk)

© vm entry(vcpu0, cr3#l)

O vm exit(reason=24)

© vm entry(vcpu@, cr3#2)
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® vm exit(reason=12)

@ vm _entry(vcpuO, cr3#l)

© vm exit(reason=12)

© sched switch(out=gemu thread)
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Investigations

What is going on here ? =gin

Critical Path Analysis ¢

Linux Advance Packaging Tool

|22 Critical Flow View % | []nmer i network il BLock DEVICE [} RUNNING
e Elapsed  Percent 15:37:56.5015:37:57.0005:37: 57.5005:37: 58.0015:37:58.5005:37:59.0015:37:59. 5005: 38:00.0015: 38:00. 5005:38:01.0005:38:01. 50[5:38:02.0005:38:02. 5015:3:

' ' ' ' ' N N N n n n n Ti . .
v2Ei2 3.142286559 | 25.91

[VMkernel/14,14]
[VMkernel/11,11]
[WMkernel/12,12]
[VMkernel/15,15]
[VMkernel/13,13]
[WMkernel/16,16]
[WMkernel/19,19]
[VMkernel/18,18]
[VMkernel/20,20]
[WMkernel/17,17]
[VMkernel/21,21]
[VMkernel/10,10]
[WMkernel/23,23]
[WMkernel/24,24]
[VMkernel/25,25]
[VMkernel/27,27]
[WMkernel/28,28]
[VMkernel/29,29]
[VMkernel/26,26]
[WMkernel/31,31]
VMkernel/32,32]

Faoes Pimm =

5=

0.017832304 0.15
0.000371324 | 0.00 :
0.001683075 | 0.01 '

1.376046145 | 11.35 r# 1
0.029578880 | 0.25

0.021167240 | 0.17
1.250179591 | 10.31 ¥
0.058515969 | 0.48
0.409174618 | 3.37 ) J lim
0.057533012 | 0.47

0.329493844 | 2.72

0.107198374 | 0.88
0.043744213 | 0.36
0.056869488 | 0.47 |

0.137048265 | 1.13
0.000017530 0.00

0.040457394|0.33
0.000644307 | 0.01

3.142286559 | 25.91 I F ol | ' '
0.710649494 | 5.86 i ' '
3.424921246 28.24 [T FL 3

=

=

1) apt-get downloads and reads cached packages
2) apt-get installs the packages along with downloaded dependencies
3) The installation of man-pages
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Investigations

Critical Path Analysis
Undesirable parallelism

2 Critical Flow View 2 [Jmmer i network [l BLock DEvice [l RUNNING = = 7
Process Elapsed  Percent 20:43:00 20:43:01 20:43:02 20:43:03 20:43:04 20:43:05 20:43:06 20:43:07 20:43:08 20:43:09 20:43:10 20:43:11 20:43:12 20:43:13 20:43:14 20:43:15 20:43:16
¥ 25682 4.464014702 23.33

[VMkernel/30,30] 4.464014702  23.33 ' ] A
[VMkernel/13,13] 0.039371920 0.21 i r
[VMkernel/11,11] 3.490632173 | 18.24 L ‘, I ih | b J‘1 \ ' i - - * -
[VMkernel/10,10] 5142577535 26.88 U | i |¥ + T n’
[VMkernel/29,29] 1987606280 10.39

[VMkernel/12,12] 1.275134932 | 6.66

[VMkernel/22,22] 0.001592568 | 0.01
[VMkernel/32,32] 0.003844538 | 0.02
[VMkernel/34,34] 0.218535920 1.14
[VMkernel/39,39] 0.178091884  0.93
[VMkernel/21,21] 0.004938259 | 0.03
[VMkernel/37,37] 0.027893540 0.15
[VMkernel/42,42] 0.315883068 | 1.65
[VMkernel/43,43] | 1.533182558 | 8.01
[VMkernel/41,41] 0.241758747 | 1.26
[VMkernelf31,31] 0.165765287 | 0.87
[VMkernelf14,14] | 0.041219946 | 0.22

TR
i

|

“ u

mu

l
|

waits for disk

waits for another process

POLYTECHNIQUE MONTREAL - Hani Nemati




Investigations

Critical Path Analysis
Network Intensive VM - IMS Network

= Critical Flow view 2@] []mmer i vetwork [l BLock pevice [l RUNNING = = 7
Process Elapsed  Percent 14:36:33.000  14:36:33.100  14:36:33.200  14:36:33.300  14:36:33.400  14:36:33.500  14:36:33.600  14:36:33.700 14:36:33.800  14:36:33.900  14:36:34.000  14:36:34.100  14:36:34.200  14:36:34.300  14:36:34.400
¥ 21674 5.395277786 | 46.40

[VMkernel/11,11] | 5.395277786 | 46.40 i — _' + i i I i
[vMkernel/13,13] | 0.400048326 | 3.44 llee _‘ él
[VMkernel/10,10] 3.061310140| 26.33 —u | I

t I
[VMkernel/18,18] | 1.094833444 | 9.42

[VMkernel/12,12] 0.053658714| 0.46
[VMkernel/22,22] 0.131049743 | 1.13
[VMkernel/20,20] | 0.000435747 | 0.00
[VMkernel/25,25] | 0.000038382 | 0.00
[VMkernel/27,27] 0.911261295 | 7.84
[VMkernel/23,29] 0.226772216 | 1.95
[VMkernel/31,31] 0.128161122| 1.10
[VMkernel/33,33] 0.013362162 | 0.11
[VMkernel/16,16] 0.016128687 0.14
[VMkernel/14,14] 0.117185101 | 1.01
[VMkernel/15,15] | 0.036763218 | 0.32
[VMkernel/36,36] | 0.000023220 | 0.00

Waits for user to response

Waits for DNS server Waits for user to response
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Investigation
Critical Path Analysis

Existing Critical Path Analysis in TraceCompass

4 critical Flow View 2 [l RUNNING
Process 10:12:16.360  10:12:16.380 10:12:16.400 10:12:16.420 10:12:16.440 10:12:16.460 10:12:16.480 10:12:16.500 10:12:16.520 10:12:16.540 10:12:16.560 10:12:16.580 10:12:16.600 10:12:16.620 10:12:16.640 10:12:16.660 10:12:16.680 10:12:16.700

¥ "470e4457-5620-46fb-8b45-bbbc2agI6e53"
[burnP6,2647]

Host-based Execution-graph Construction

i critical Flow View 2 ] [ PreempTED [l RUNNING
Process 18:50:08.750  18:59:08.800  18:55:08.850  18:5:08.900  18:59:08.950  18:59:09.000 18:59:09.050 18:59:09.100 18:59:09.150 18:59:09.200 18:59:09.250  18:59:09.300 18:59:09.350  18:53:09.400  18:59:09.450  18:59:09.500  18:58:09.550
¥ 21628

[VMkernel/10,10]

Preemption State

POLYTECHNIQUE MONTREAL - Hani Nemati



e
Investigations

Overhead Analysis
CPA : Existing Critical Path Analysis in TraceCompass
HEC: Host-based Execution-graph Construction

Overhead
CPA HEC

File /O (ms)  450.92 480.38 451.08 | 6.13%  0.03%
Memory (ms) 612.27 61523 614.66 | 481% 0.01%
CPU (ms) 324.92 33726 32591 | 3.65% 0.30%

Benchmark Baseline CPA HEC
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Investigations
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e —
Investigations
How to try these new features?

» Access to Host only
* Run LTTng on Host with my new added tracepoint (vcpu_enter_guest)

e Clone TraceCompass from github (incubator)
e Open vCPU block View of TraceCompass (XML view)
e Open vProcess block View of TraceCompass (XML view)
* Open Nested VM vCPU Block View of TraceCompass (XML view)
¢ Open Nested VM vProcess Block View of TraceCompass (XML view)
» Use Execution Flow Analysis of TraceCompass
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Conclusion

Inferences

* Wait Analysis of process inside VM and Nested VM
* A process is waiting for
* A Disk Block request to finish
* A Network packet to receive
* Another process
* A Timer to fire
* Other devices

 Critical Path Analysis of process inside VM and Nested VM
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Questions?

Hani.nemati@polymtl.ca
https.//github.com/Nemati
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