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1. Problem definition
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❏Dynamic instrumentation of function entry and exit.

❏Highly successful dynamic instrumentation.

❏Fast dynamic tracepoints.

❏Effective memory usage.
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❏Instrumentation is problematic when it overlaps more than one 

instruction:

1. Problem definition
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❏To minimize the instrumentation overlapping instructions case:

❏We use a smaller instrumentation instructions.

❏Relative jump 2 bytes has lesser chance than a relative jump 5 bytes.

❏But how can we reach the function that does the tracing with only a one 

byte displacement ?!

2. Proposed solution
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❏Binaries built with the following options contain NOP instructions as 

padding for performance reasons:

❏-falign-functions 

❏-falign-jumps 

❏-falign-labels 

❏-falign-loops

❏-O2 and more 

turns on all 

these option.

2. Proposed solution
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❏NOPs after the previous function epilogue can be used (safetly) to insert 

a trampoline.

2. Proposed solution
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❏What if we don’t find a suitable NOP in the end of a function ?

❏No problem ! NOPs used for padding loops, labels and jumps may be 

used as well.

2. Proposed solution
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❏All NOPs are not safe to use:

2. Proposed solution
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❏Unreachable NOPs are safe to use:

❏If there is an unconditional branch instruction before it.

❏If there is no branching instruction in the function with the address of 

the NOP as a target.

2. Proposed solution
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❏What if the NOP is reachable ?

❏We can still use it if its size is superior to 7:

❏By using a 2 bytes jump to jump over the nop and use the rest as a 

trampoline:

2. Proposed solution
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❏We can still use it if its size is superior to 7:

❏By changing the operand and leaving the opcode untouched, thus 

embedding the trampoline in the operand:

2. Proposed solution
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❏What if we don’t find any NOP near the instrumented point ?

❏We use a relative jump 32 as an instrumentation instruction instead of 

relative jump 8:

❏There should be no branching to the patched area.

❏No indirect branching in the function.

❏Function contains no instruction that causes an exception (int n).

2. Proposed solution
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❏For dynamic tracing, instrumentation should be done on the fly:

❏The jump 2 bytes used for the entry function is done atomically.

❏If the NOP is unreachable which is the case 95% of the time, we just 

patch it without worrying about multi-thread problems.

❏If it’s reachable and has a size superior to 7, we can embed a 

trampoline in it without worrying about corrupting the NOP. If the size 

is inferior to 8 we do it atomicly (in x64 at least).

❏Needs addressing some simultaneous execution issues on 

preemptive kernel.. (preferably without stopping the world)

❏And cross self-modifying issues (cache boundaries and CPUID)..

2. Proposed solution
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❏Results:

❏Success rate:

❏ uftrace: 86%

❏ nginx: 89%

❏ Git: 82%

❏ V8 JavaScript engine (Google chrome): 90.46%

2. Proposed solution
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3.  Limitations and Problems 

❏Limited to function entry and exit.

❏If the binary is not optimized, NOPs will be missing.

❏A greedy algorithm is used to find a suitable NOP. An optimal algorithm 

may be used to increase the success rate even more. 
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Demonstration 1
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https://docs.google.com/file/d/1f8NeOdsQnnerX3gD8XCxSKX9y2jTKYkW/preview


POLYTECHNIQUE MONTREAL – Balboul Anas

Questions?

anasbalbo@gmail.com
https://github.com/AnsBal/


