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What is Hypertracing
Introduction                    Tracing Channels                    Use Cases

Communication Channels

Hypercall

Page sharing
Virtio-serial

Memory Sharing Region
Nahanni Network

TCP/IP

Host

Qemu

VM

kernel

tracer

offloading

probes

bufferasync

sync

data consumer
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Hypercall

88f: 55               push   %rbp
890: 48 89 e5         mov    %rsp,%rbp
893: 53               push   %rbx
894: 89 7d f4         mov    %edi,-0xc(%rbp)
897: 48 89 75 e8      mov    %rsi,-0x18(%rbp)
...
89b: b8 63 00 00 00   mov    0x63,%eax
8a0: bf 64 00 00 00   mov    0x64,%edi
8a5: b9 65 00 00 00   mov    0x65,%ecx
8aa: ba 66 00 00 00   mov    0x66,%edx
8af: be 67 00 00 00   mov    0x67,%esi
8b4: 89 fb            mov    edi,%ebx

8b6: 0f 01 c1         vmcall

8b9: 5b               pop    %rbx
8ba: 5d               pop    %rbp
...

VM

Host hypervisor

Qemu (not involved)

L0

L1

Context Switch
overhead

hypervisor overhead

kvm_entrykvm_exit

. . .
push   %eax
mov    $0x63,%eax

pop    %eax
vmcall
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Page Sharing Virtio-serial

VM Qemu

Host

Guest physical 
page address

Front end

IO vring

Back end

Real device
driver

produce

consume

Shared 
pages

KVM

kick eventfdsioctlirqfd
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Memory Sharing Region Nahanni

VM

Guest OS

Qemu

Host

Host
App

physical address space

Guest physical 
address space

mmap
Guest App

Guest virtual 
address space

Qemu virtual
address space
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Performance Analysis
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Contributions

Shutdown

Hypergraph

Bootlevel

Very Early Ftrace

Hypertrace

Shared Ring buffer

KVM 
L0 optimisation

Contributions Boot-up

Nested
Para-virtualization

Upgrade
Virtualization

Awareness
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Tracing through Hypercall
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Tracing through Shared Memory
Per-vCPU shared buffers

Guest

Host

Shared Ring buffer

kvm_exit kvm_entry

Privileged instruction: CPUID
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Nested Para-virtualization ?

Hardware

Hypervisor

Qemu

Guest

Nested

1 niveau 2 niveaux

L0

L1

L2

Exit Multiplication

x33

x25

[+ patch] [+ patch]

Intel(R) Core(TM) i7-6700K CPU @ 
4.00GHz (x86_64)

EPT-on-EPT-on-EPT
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Use Cases
Boot-up

Shutdown
Virtualization Awareness
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Boot-up

Tracing VMs boot-up levels and built-in modules.

Detecting kernel panics happening during a VM boot-up.
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Shutdown

1s delay
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vCPU Migration Detection

Using Shared Memory btw guest and host
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Overhead Analysis
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Questions
abderrahmane.benbachir@polymtl.ca

https://github.com/abenbachir

https://github.com/abenbachir
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